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a b s t r a c t

Emerging cooperative MIMO communication is a promising technology in improving com-
munication performance for wireless sensor networks. However, the security problems
inherent to cooperative communications also arise. In this paper, we propose a cross-layer
secured communication scheme for cooperative MIMO communication in wireless sensor
networks to overcome the external and active compromised nodes attacks. The scheme
combines cryptographic technique implemented in higher layers with data assurance anal-
ysis at the physical layer to provide better communication security. An efficient key man-
agement system is proposed for the cryptographic processes. It provides secured
communication and routing using a small number of keys shared between the clusters
which cooperate on data transmission and reception. Although cryptography can ensure
the confidentiality in the communications between authorized participants, it usually can-
not prevent the attacks from compromised nodes. The situation where the cooperative
nodes are compromised and try to corrupt the communications by sending garbled signals
is also investigated in this paper. A novel information theory based detector that can iden-
tify the active compromised nodes and recover the symbols in transmission process at
physical layer is proposed. When the compromised nodes are detected, the key manage-
ment system calls the key revocation to isolate these nodes and reconfigure the coopera-
tive MIMO network. Simulation results show that the proposed algorithm for
compromised nodes detection is effective and efficient, and the accuracy of received infor-
mation is significantly improved.

� 2013 Elsevier B.V. All rights reserved.

1. Introduction

Due to recent advances in electronics, wireless commu-
nications and computing technologies, wireless sensor net-
works (WSNs) have been widely deployed in many
applications, including military sensing and tracking, envi-
ronment monitoring, smart home appliances management,

and health-care [1]. WSNs are expected to be the basic
building block of pervasive computing environments.

In WSNs, the sensor nodes are remotely deployed in
harsh environments, where reliable communications links
are usually not available and each sensor node must de-
pend on its energy-limited battery for its operation. By
exploiting spatial diversity with multiple antennas at the
transmitter and receiver, the Multiple-Input Multiple-Out-
put (MIMO) technique, which can provide significant in-
creases in data rate and link range without additional
bandwidth or transmission power, has attracted much
attention in literature [2]. However, the physical
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implementation of multiple antennas at a sensor node may
not be feasible. With limited physical size, a sensor node
typically can only support a single antenna [3–5].

Recently, cooperative MIMO has been an emerging
technique to achieve the benefits of the MIMO technique
without the need of multiple antennas at each sensor node
[6]. In cooperative MIMO WSNs, multiple single-antenna
sensor nodes are physically grouped together to coopera-
tively transmit and/or receive. Due to the smaller distance,
the sensor nodes within the same group can communicate
with relatively lower power as compared to inter-group
communication. Taking into account that the total energy
consumption includes transmission energy, circuit energy,
and signal processing energy consumption, it has been
proved that by using diversity gain earned from MIMO
technology, the cooperative MIMO based sensor networks
may lead to better total energy optimization and smaller
end-to-end delay than single input single output system
[7,8].

Many WSNs have mission-critical tasks; however, the
involvement of multiple nodes for transmission and/or
receiving poses a challenge to the reliability of the infor-
mation. Unfortunately, most schemes for traditional coop-
erative MIMO WSNs do not include considerations for
potential security problems in communications at the de-
sign stage and are known publicly [9]. Therefore, attackers
can easily launch attacks by exploiting security holes in
those schemes. In general, the attacks in WSNs can be clas-
sified as external attacks and internal attacks. Cryptogra-
phy can prevent some of the external attacks where the
attacking nodes are not authorized participants of the sen-
sor networks. However, in an adversarial environment, the
nodes for cooperative MIMO communications could be
compromised, leading to internal attacks. Node compro-
mise is one of the most detrimental attacks to WSNs. In
general, cryptography based approaches cannot prevent
the attacks from compromised nodes because they can en-
crypt and decrypt the information. Therefore, compro-
mised nodes can eliminate all the efforts to prevent
attacks [10]. According to the operation mode, the attacks
of compromised nodes can be uncooperative or active [9].
The uncooperative compromised nodes do not relay the
information at all. The active compromised nodes will
maliciously modify the relay information and inject falsi-
fied information. If there are active compromised nodes
and the receiver treats them as trusted nodes, it will easily
lead to symbol detection errors. Therefore, the impact of
active attacks is more threatening than uncooperative at-
tacks from the compromised nodes. Active attacks from
just a few compromised nodes around the event would
make the entire network fail due to the garbled informa-
tion collected from these compromised nodes. Ref. [11]
elaborates the impact of the attacks from active compro-
mised nodes and shows how easily the garbling can lead
to a failed data transmission through an example. The sim-
ulations in Section 6 will also illustrate this impact and
show that the conventional system without compromised
nodes detection will fail due to the high bit error rate.

A variety of techniques has been proposed to secure
WSNs’ communication. In [12,13], the threats and
vulnerabilities to WSNs, security requirements and

secured communication solutions are summarized. Cryp-
tography based approaches, either using public key cryp-
tography or using symmetric key cryptography, are
widely used for communication security in WSNs
[9,14,15]. For the WSNs of small size sensor nodes, sym-
metric key cryptography is more time and energy efficient.
On the other hand, physical-layer secured communication
techniques are more promising, since they can be more
effective in resolving the boundary, efficiency, and link
reliability issues [16]. Li and Hwu [16] and Kim and Villas-
enor [17] exploited signal randomization which, when
combined with channel diversity, effectively randomizes
the eavesdropper’s signals but not the authorized recei-
ver’s signals. In [18] the security of communications is en-
hanced by adding artificial noise to the transmission
process in the physical layer with extra MIMO antennas.
Their scheme assumes a key management system in a
higher layer and the artificial noise is generated by the
keys shared with neighboring nodes. However, none of
these schemes detects and defends against node compro-
mise. Moreover, all these schemes need extra MIMO anten-
nas to achieve data assurance, which largely reduces the
advantage of MIMO technique. On the other hand, Mao
and Wu proposed a cross-layer scheme that uses pseudo-
random tracing symbols at the physical layer and direct se-
quence spread spectrum symbols at the application layer
for tracing and identifying the compromised nodes [11].
However, the insertion of tracing symbols will increase
the overhead of the transmission and reduce the data rate.
The complexity of the system and the power consumption
will also be increased for tracing symbol transmission and
extraction.

In this paper, we proposed a cross-layer secured com-
munication scheme for cooperative MIMO communication
in wireless sensor networks to overcome the external and
active compromised nodes attacks. The scheme combines a
cryptographic technique implemented in higher layers and
data assurance analysis at the physical layer to provide
better communication security. An efficient key manage-
ment system is proposed for the cryptographic processes
ensuring data confidentiality, message authentication,
etc. It provides secured communication and routing using
a small number of keys shared between the clusters which
cooperate on data transmission and reception. The situa-
tion where some of the cooperative nodes are compro-
mised and try to corrupt the communications by sending
garbled signals is also investigated. A novel information
theory based detection approach is proposed to identify
the compromised nodes and recover the symbols in trans-
mission process at physic layer. It can identify all the com-
promised nodes in the latest configured cooperative
transmission groups, if the compromised nodes are less
than half in the cooperative cluster and the number of
the nodes in this cluster is not larger than that of its all
neighboring clusters. If the number of the nodes in the
cluster under detection is larger than that of its all neigh-
boring clusters, the proposed detection approach could de-
tect all the compromised nodes if the number of the
compromised nodes is less than one third of the number
of the nodes in the largest neighboring cluster. After the
compromised nodes are detected, the key management
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system can call the key revocation to isolate these nodes
and reconfigure the cooperative MIMO network.

Comparing with existing schemes [7,9–18], our pro-
posed scheme detects and defends against compromised
nodes without the need for extra MIMO antennas or the
tracing symbols. Moreover, the proposed scheme requires
much smaller number of pre-loaded keys for key establish-
ment and prevents the compromised nodes to pretend to
be trustworthy nodes. Furthermore, by adjusting the secu-
rity level, the proposed scheme can achieve different trade-
offs between energy and communication efficiency and the
credibility of the received data.

The rest of this paper is organized as follows. Section 2
provides the system model and the proposed framework of
the cross-layer secured communication scheme. Section 3
elaborates the cluster formation and the cooperative relay
scheme. Section 4 presents the security key management
scheme. Section 5 first presents in detail the algorithms
for compromised nodes detection and then shows the
symbol recovery method in the physical layer that elimi-
nates the garbled symbol, and finally gives the key revoca-
tion and network recovery scheme. Section 6 shows the
performance of the proposed secured communication
scheme for cooperative MIMO networks through computer
simulations. Finally, a conclusion is drawn in Section 7.

2. System model and the proposed cross-layer secured
communication scheme

2.1. System model

In this paper, a multi-hop cooperative wireless sensor
network that relays multiple source data back to the sink
is considered. As shown in Fig. 1, the WSN consists of a
set of sensor nodes that are equipped with a single-anten-
na radio. These single-antenna nodes are called primary
nodes. Information collected by multiple local sensors
needs to be aggregated and relayed to a remote sink. The
sensor nodes between the source nodes and the sink will
form into clusters and serve as relay nodes to improve
the communication quality using the benefit of the MIMO
technique. These clusters are also called virtual MIMO
nodes in the rest of the paper, such as nodes 1;2 in
Fig. 1. The transmission link between two virtual MIMO
nodes is called virtual MIMO link.

Among the cooperative strategies, the amplify-and-for-
ward and decode-and-forward are most widely used. In
the amplify-and-forward strategy, the relay nodes simply
boost the energy of the signal received from the sender
and retransmit to the receiver. In the decode-and-forward
strategy, the relay nodes will perform physical layer
decoding (signal detection and demodulation) and then
forward the decoded results. Although the amplify-and-
forward relay has lower relay power consumption, it also
amplifies the noise in the received signal and is not suit-
able for long-haul transmission. Moreover, decoding may
be necessary when data aggregation and/or fusion is re-
quired at some local points such as cluster heads. Further-
more, considering that the decode-and-forward relay can
be extended to combine with coding techniques and is eas-
ier to incorporate into network protocols [19], it will be
considered in this paper.

Consider that the transmitting and receiving clusters
have mT and mR nodes, respectively. The received signal
at the virtual receiving MIMO node can be represented as
[20]

y ¼ Hsþw ð1Þ

where y ¼ ½y1; y2; . . . ; ymR
�T is a mR � 1 vector representing

the received signals at the receiving cluster,
s ¼ ½s1; s2; . . . ; smT �

T is a mT � 1 vector representing the trans-
mitted signal at the transmitting cluster, H is the a mR �mT

matrix of channel coefficients, w ¼ ½w1;w2; . . . ;wmR �
T is a

mR � 1 vector representing the additive Gaussian noise
components, they are identically distributed and mutually
statistically independent, each having zero mean and two-
sided power spectral density 2N0.

Since this paper focuses on how to secure the commu-
nications in a cooperative MIMO network, we assume that
the channel matrix H is known at the receiving cluster, but
not at the transmitting cluster. This is feasible and can be
achieved by using proper channel estimation method that
is performed frequently enough to track the channel vari-
ations [21]. Usually the channel estimation is based on
the known sequence of bits, which is unique for a certain
transmitter and which is repeated in every transmission
burst. Thus, the channel matrix H can be estimated for
each burst separately by exploiting the known transmitted
bits and the corresponding received samples.

2.2. Proposed cross-layer secured communication scheme

We propose a cross-layer secured communication
scheme for cooperative MIMO wireless sensor networks,
as shown in Fig. 2. Based on the security level set by the
sink, each of the primary nodes in the receiving/detection
process will determine whether it needs to perform com-
promised nodes detection during the sink defined time
period. If detection is not needed, normal cooperative data
transmission or relay will be conducted during this time
period. Otherwise, compromised nodes detection will be
performed. If the detection results indicate that there is
no compromised node, normal cooperative data transmis-
sion or relay will be conducted for the rest of the time per-
iod. Otherwise, symbol recovery will be conducted to

1

2 3

4

Sink Node
Information Flow

Virtual MIMO Link

Single Antenna
Primary Nodes

Virtual MIMO Node 3
Formed by Multiple
Primary Nodes

Fig. 1. System model.
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eliminate the garbled symbol. The detection report will
then be sent to the sink and normal cooperative data trans-
mission or relay will be conducted for the rest of the time
period. On the other hand, if the sink receives the report of
compromised nodes, the key management system will in-
voke the key revocation to maintain the accuracy of the
next detection and stop compromised nodes getting infor-
mation from the network and reconfigure the cooperative
MIMO network.

To operate the proposed cross-layer secured communi-
cation scheme, there are three major tasks: (1) how to form
the cooperative MIMO network with distributed primary
nodes; (2) how to establish secret key and build secured
communication and routing, and (3) when and how to de-
tect the compromised nodes. The accomplishments of
these three tasks are presented in the next three sections.

3. Cooperative network architecture and transmission
scheme

This section discusses the cluster-based cooperative
network architecture and the cooperative transmission
scheme. It provides the fundamentals for the secured com-
munication scheme described in Sections 4 and 5.

3.1. Cooperative MIMO networking architecture and
formation

Let G be a network of single-antenna wireless nodes and
V be the set of nodes in G. A d-clustering of V is a node-
disjoint division of V, where the distance of two nodes in
a d-cluster is not larger than d. Let A and B be two d-clus-
ters with mT (mT P 1) and mR (mR P 1) nodes, respec-
tively. If the distance of any node of A and any node of B
does not exceed DðD� dÞ, a D-mT �mR cooperative MIMO
transmission link can be defined between A and B, where

node i in A uses its antenna as the ith antenna cooperating
the transmission and node j in B uses its antenna as the jth
antenna cooperating the reception. In order to avoid confu-
sion, in this paper, a single-antenna wireless node in G is
called as primary node, a d-cluster is called as virtual MIMO
node, and a D-mT �mR cooperative MIMO transmission
link is called as virtual MIMO link. Given d and D, a cooper-
ative MIMO (CMIMO) radio network of G can be repre-
sented as an undirected graph GCMIMO ¼ ðVCMIMO; ECMIMOÞ,
where VCMIMO is the set of the d-clusters, and ECMIMO is the
set of edges. An edge ðA; BÞ 2 ECMIMO if and only if
A;B 2 VCMIMO and there is a D-mT �mR cooperative MIMO
link between A and B. A cooperative MIMO network can
be formed from the given G; d, and D as follows [8]:

1. the primary nodes in G self-form a cooperative
MIMO radio network GCMIMO by using a distributed
clustering algorithm on G,

2. the virtual MIMO nodes (d-clusters) form a multi-
hop backbone tree by using a distributed Span-
ning-Tree formation algorithm on GCMIMO, and

3. the routing for data dissemination, data gathering
and unicast is constructed by the paths of the back-
bone tree.

After the CMIMO network formation, the structures of
the clusters and backbone tree are maintained. Each clus-
ter A has a cluster ID. Each primary node in A retains the
following information: ID of cluster A, IDs of all primary
nodes in A, IDs and sizes of the clusters which are the
neighbors of A in the backbone tree.

3.2. Cooperative transmission scheme

The multiple antennas in MIMO radio systems are used
to provide diversity gain and multiplexing gain. In this pa-

Any
compromised

node?

Secured data
transmission with
key management
scheme

data transmission/relay
Normal cooperative

Normal cooperative
data transmission/relay

Symbol recovery Send detection report

Start
Detection?

Yes
No

YesNo

No
Receive key
revocation
message?Yes

Key revocation for
preventing data leaking

data transmission/relay
Normal cooperative

Virtual MIMO link

Compromised nodes detection knit with key management

Fig. 2. Cross-layer secured communication scheme for cooperative MIMO networks.
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per, we consider diversity gain only. There are two types of
communication in a cooperative MIMO relay network: lo-
cal/intra communication at virtual MIMO nodes and
long-haul/inter communication between virtual MIMO
nodes [3,22]. The following MIMO scheme cooperatively
relays kðk P 1Þ source data in a cluster A back to the
destination:

MIMO Scheme for data relay between virtual nodes A
and B

1. First hop between virtual nodes A and B:
Fig. 3 shows the first hop cooperative transmission
between virtual nodes A and B. It includes local trans-
mission in virtual node A, and long-haul transmission
between virtual nodes A and B.
Step 1 (Local transmission at A): Each primary node i
in A with source data Ii broadcasts its data to all other
nodes using different timeslots. After this step, each
node in A has source data sequence I ¼ I1; I2; . . . ; Ik.
Step 2 (long-haul transmission between A and B
using multiple mT �mR MIMO link): Suppose there
are jAj and mR cooperative nodes in transmission side
A and in reception side B, respectively. mT nodes in clus-
ter A with smallest IDs will attend the data transmis-
sion, where

mT ¼
jAj; if jAj 6 jDj
round ðjDj þ 1Þ � 2

3

� �
; if jAj > jDj

(
ð2Þ

roundð�Þ stands for round to nearest integer, D is detec-
tion cluster, which is the larger cluster between cluster
B and the cluster before A in the relay route, and jDj is
the number of cooperative nodes in D. Detailed deriva-
tion for Eq. (2) is given in Section 5. Since each node in A
has the list of IDs of the primary nodes in A and knows
the sizes of A’s neighboring cluster, it can decide jDj, cal-
culate mT , and judge if it should attend the data trans-
mission.
After nodes’s self-selection, each attending node with
the ith smallest ID in A acts as the ith antenna and en-
codes the data sequence I using mT �mR MIMO coding.
All mT nodes in A broadcast encoded sequence to the mR

nodes in B at the same time. Each node of the mR nodes
in B receives combined mT encoded sequences I.
Step 3 (Local transmission at B): (i) Each primary node
in B broadcasts the received data to all other primary
nodes using different timeslots. (ii) After receiving the
data from the other primary nodes, each primary node
in B decodes the received data back to the original
source data sequence I.

2. Other hops between virtual nodes B and C:
The transmission in the hops other than the first hop
consists the long-haul transmission between virtual

nodes B and C that is similar to Step 2 in the first hop
and the local transmission at C that is similar to Step
3 in the first hop. The only change is to replace A and
B to B and C, respectively.

Eq. (2) will also be used as the condition for compro-
mised nodes detection in Section 5.

4. Security key management scheme

The key management system is based on shared/sym-
metric key cryptography. It only needs a small number of
pre-loaded keys. Since localization itself is a very challeng-
ing problem, the key establishment in this work uses
topology knowledge instead of the location knowledge
which are used in existing work [23].

Types of keys: Fig. 4 shows the two types of keys used
in the cooperative MIMO communications. They are:

� Shared keys, C-keyðAÞ, for local communication at each
cluster.
� Shared keys, L-keyðA;BÞ, for long-haul communication

at each link of two clusters A and B in the backbone tree.
When the primary nodes in A and B cooperate on data
transmission and reception, each node in A uses
L-keyðA;BÞ to encrypt the transmission data and each
node in B uses the same key to decrypt the received
data.

Key pre-distribution: For each primary node u in
WSNs, a shared key, pre-keyðb;uÞ, is pre-distributed at
the sink b and at the node u, respectively.

Key establishment: We proposed an key establishment
algorithm as shown in Algorithm 1.

Algorithm 1. Key Establishment (Assume that the CMIMO
network is already formed)

1: A special node u (e.g., the primary node with the
smallest ID) at each cluster A sends a key request to
the sink b with a plain message (u’s ID, b’s ID) and
an encrypted message (u’s ID, b’s ID, u’s member-list
of the cluster, u’s neighbor-list of the backbone)
encrypted by using pre-keyðu; bÞ.

2: When b receives the key request from u; b decrypts
the message by using pre-keyðb;uÞ. After b receives
the key requests from all nodes, it has the topology
of the whole cooperative MIMO network. Then, b
generates a C-keyðAÞ for each cluster A, and an
L-keyðA;BÞ for link AB of each cluster B in A’s
neighbor-list of the backbone. b disseminates the
key response to each primary node x in cluster A as
follows: a plain message (b’s ID, x’s ID) and an
encrypted message (b’s ID, x’s ID, C-keyðAÞ, a list of
L-keyðA;BÞ for each cluster B in A’s neighbor-list)
encrypted by pre-keyðb; xÞ.

3: When primary node x receives a key response, x
decrypts the message by using pre-keyðx; bÞ to get
C-key or L-keys.

A 4X3 long−haul MIMO link

A
B

Fig. 3. Cooperative MIMO data transmission scheme.
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Remark:

When b disseminates the key response to a primary
node x, it delivers a package to x which includes the plain
message (b’s ID, x’s ID), encrypted message (b’s ID, x’s ID,
and a list of L-keyðA;BÞ). The key responses for n primary
nodes are distributed by performing depth-first travel on
the backbone tree of the CMIMO network. Due to the coop-
erative communication, when a virtual MIMO node on the
backbone tree receives a key response, all primary nodes in
the virtual node receive the same key response. Therefore,
the time required for key distribution is Oðnþ tÞ, where n
is the number of primary nodes, and t is the size of the
backbone tree which is the number of virtual MIMO nodes.

Secured Communication and Routing:
After the key establishment, the communication in each

local virtual MIMO node A uses C-key(A) and in link AB at
the backbone uses L-key(AB). Since the routing uses the
paths on the backbone tree, cooperative data relay is
secured.

In the proposed key management scheme, each primary
node u needs only one pre-distribution key. After key
establishment, each primary node u has one C-key and k
L-keys, where k is the number of the neighbors that u’s
cluster has in the backbone tree. It is very small number
of keys and affordable for small and inexpensive nodes.
The total number of C-keys and L-keys in the whole net-
work are n (the number of clusters), and n� 1 (the number
of edges in the backbone tree), respectively. The proposed
key management system is more efficient than other exist-
ing systems: it uses shared/symmetric key cryptography
which requires small size of keys, it needs only a small
number of keys at each primary nodes, and key establish-
ment can be performed without location knowledge.
Therefore, it is affordable for small and inexpensive nodes.

5. Compromised nodes detection with information and
network recovery

In this Section, the algorithms for compromised nodes
detection is presented first. After detection, the symbol
recovery method is used to eliminate the impacts of the
compromised nodes. The proposed detection and recovery
can be applied to scenarios where the transmitting and
detection clusters have different numbers of cooperative
nodes. Finally, the key revocation algorithm is used to iso-
late the compromised nodes in the topology and the clus-
ters are self-reconfigured. After key revocation, the
compromised nodes are not able to affect the network or
get information from the network.

5.1. Compromised nodes detection

In cooperative communications with multiple nodes
and sophisticated relay rules, the security enforcement is
a challenging and delicate task [11]. Here we present a
physical layer identification approach that detects compro-
mised nodes without increasing the transmission over-
head. The system complexity will also be maintained in
most cases.

Before we present the distributed algorithm for com-
promised nodes detection, we propose an algorithm shown
in Algorithm 2 to determine at each cluster whether the
compromised nodes detection is needed. In this algorithm,
the sink broadcasts a time interval tI and security level
0 6 sl 6 1 at the beginning of the WSN deployment. It
may broadcast the adjusted time interval tI and security le-
vel sl during the operation of the WSN when necessary. The
shorter the time interval or the lower the security level, the
more compromised nodes detections will be performed.

Algorithm 2. Start detection at cluster D?

1: At the beginning of each time interval tI , the
random number generator at the node h with the
smallest ID in the cluster D generates a uniformly
distributed random number l between 0 and 1.

2: h compares l with the sink defined security level, sl.
3: if l > sl then
4: Node h broadcasts the detection message to other

nodes in the cluster.
5: Each node in the detection cluster perform

compromised nodes detection in this time interval
before data transmission and relay.

6: else
7: No detection. The clusters perform normal

cooperative data transmission or relay operation.
8: end if

After the cluster decides that the compromised nodes
detection is needed, the cluster will use symbols of time span
td for detection, where td � tI . The starting point of td is uni-
formly distributed in the sink defined time interval tI .

Remarks:

1. In this proposed scheme for cooperative compromised
nodes detection, the detection cluster is always the
receiving cluster, either in the receiving side of a trans-
mission-receiving pair or through listening. On the
other hand, the detection is conducted at random times,
the compromised nodes in a transmitting cluster do not
know when to pretend to be trustworthy nodes. If the
compromised nodes always pretend to be trustworthy
nodes by transmitting correct data, they are not consid-
ered to be compromised nodes because all the data they
transmitted are correct.

2. Detecting the compromised nodes at random times has
two advantages. First, in the fixed-time detection
scheme [24], the compromised nodes can pretend to
be trustworthy nodes by sending the correct data only

A
B

C−key(A)

C−key(B)

L−key(A, B)

Fig. 4. Keys used in the proposed secured communication system.
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at the detection time. However, in this proposed
scheme, the compromised nodes cannot pretend to be
trustworthy nodes since they do not know when the
detection process will be performed. Second, the secu-
rity level is adapted according to the detected number
of compromised nodes, so that the energy and commu-
nications of the whole WSN can be saved.

In multi-hop WSNs, except the sink cluster, any one of
the clusters will serve as the cluster to-be-detected when
it is selected as relay cluster by the routing scheme. Con-
sider two consecutive detection pairs as shown in Fig. 5,
where cluster B is the cluster for detecting compromised
nodes in cluster A and cluster C is the detection cluster
for cluster B. If there are compromised nodes in B;B may
detect the compromised nodes in A with higher error rate.
However, these compromised nodes will be detected by C
and removed from B with key revocation in the (B; C)
detection pair. After this, B will not have compromised
nodes and can detect compromised nodes in A with high
accuracy. Therefore, without loss of generality, in the
following algorithm for compromised nodes detection,
we assume that the detection cluster does not have com-
promised node.

Fig. 6 shows the model for compromised nodes
detection, where A is the transmitting cluster and D is
the detection cluster.

In the following description of the compromised
nodes detection algorithm, the diversity gain is
obtained by letting all transmission nodes in cluster A
transmit the same data stream. It can be easily extended
when the space–time code is used as explained in
remarks. As shown in Fig. 6, the mT primary nodes in A
transmit s1 ¼ s2 ¼ � � � ¼ smT ¼ ðI ¼ I1; I2; . . . ; IkÞ, where
Ii; i ¼ 1;2; . . . ; k are data symbols. The primary nodes in D
collect the data for detection. When the detection is needed,
the node with the smallest ID in D requests all the nodes in
its cluster to broadcast the received symbols at different
time slots. Due to the small distance between the nodes in
the same cluster, it is reasonable to assume that there is
no error during this broadcast process when appropriate
error correction coding scheme is used. After local broad-
cast, each primary node in D has complete received data
sequence y and will perform distributed detection to
identify compromised nodes in cluster A. Algorithm 3
describes the compromised nodes detection algorithm at
each primary node in D.

Algorithm 3. Compromised nodes detection

1: After receive complete data sequence y, each
primary node in the detection cluster D performs
Inverse Channel Detection [20] to estimate the
transmitted symbols s. The inverse channel detector
multiplies a weighting matrix that is inverse or
pseudo-inverse of the channel matrix H with the
received symbols to estimate the transmitted
symbols s, that is, ŝ ¼WHy, where W is an jDj �mT

weighting matrix and jDj is the number of nodes in

D; ð�ÞH represents Hermitian transpose. According to
the system model in Section 2, the matrix of
channel coefficients H is assumed known to the
detection cluster. Moreover, since mT 6 jDj as
shown in Eq. (2), W can be determined by

W ¼
H�1; if mT ¼ jDj

ðHHHÞ�1
HH ; if jDj > mT

(
ð3Þ

2: Based on the assumption that all data streams
si ð1 6 i 6 mTÞ transmitted by the non-
compromised nodes should be the same, the
detecting primary node can identify the
compromised nodes xi (if any) and record their IDs
by checking whether xi transmitted the same
symbols as the majority nodes. To check that, the
recovered data streams from different transmitting
nodes will be sorted into groups, where nodes are
assigned to the same group if they contain identical
symbols. The group with largest number of nodes is
assumed to be trustworthy nodes. All the other
nodes are classified as compromised nodes.

3: When compromised node j in A is detected by
primary node u in D, the encrypted detection report
with a plain message (u’s ID, the sink’s ID b) and an
encrypted message (u’s ID, the sink’s ID b; j’s ID)
encrypted by pre-keyðu; bÞ will be sent by each
detecting primary node. This message will then be
relay to the sink b by the cooperative MIMO scheme
for data relay. The sink will use majority rule to
determine whether a reported node is really
compromised or not, that is, if more than half of the
primary nodes in the detection cluster claimed that
node j is compromised, the sink will classify node j
as compromised node.

Remarks:

1. Comparing with [11], no tracing symbols are needed in
the proposed compromised nodes detection algorithm,
therefore, the proposed algorithm does not have the
overhead and the system complexity is lower without
the need of tracing symbol transmission and extraction.

2. The proposed algorithm for compromised nodes detec-
tion will also work well when the space–time code is
used. In this case, the symbol-by-symbol comparison
will be replaced by the pattern comparison, where each

A B CDetectDetect

Fig. 5. Example of consecutive detection pairs.

Fig. 6. Model for compromised nodes detection.
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pattern that includes several symbols is determined by
the selected space–time code. Therefore, the full MIMO
benefits can still be maintained with the proposed
algorithm.

3. Simple sorting algorithm can be used for grouping in
the second step when detecting the compromised
nodes in transmitting cluster A. The total number of
comparisons in the algorithm is OðmT logðmTÞÞ, where
mT is the number of primary nodes in cluster A.

In above proposed algorithm for compromised nodes
detection, in order to illustrate the selection of detection
cluster and the maximum number of compromised nodes
that can be identified, let’s consider a two-hop data relay
path as show in Fig. 7, where Pre A cluster relays data to
cluster A, then A relays data to cluster Post A. Let
jAj; jPre Aj, and jPost Aj denote the number of nodes in clus-
ters A; Pre A, and Post A, respectively. We consider three
cases to cover all the scenarios for selecting the detection
cluster to identify the compromised nodes in cluster A
and determining the maximum number of compromised
nodes that can be identified.

Select the detection cluster to identify the compro-
mised nodes in A

Case 1. jAj 6 jPost Aj (A is cluster 1 in Fig. 1) In this case,
the compromised nodes in cluster A are detected
by cluster Post A. The maximum number of
compromised nodes that can be identified is
jAj=2� 1.

Case 2. jAj > jPost Aj and jAj 6 jPre Aj (A is cluster 3 in
Fig. 1) In this case, the compromised nodes in
cluster A are detected by cluster Pre A when A
relays data to cluster Post A. The Pre A cluster
will listen A’s transmission. The maximum num-
ber of compromised nodes that can be identified
is jAj=2� 1.

Case 3. jAj > jPost Aj and jAj > jPre Aj (A is cluster 2 in
Fig. 1).
In this case, the compromised nodes in cluster A
are detected by the larger cluster of Pre A and
Post A. According to the CMIMO Network trans-
mission scheme, mT nodes are self-selected to
transmit or relay data and the rest keep idle.
The maximum number of detectable compro-
mised nodes in A and the value of mT can be
determined using the following equations:

Nmax þmT ¼ jDj

Nmax ¼
mT

2
� 1

ð4Þ

where Nmax is the maximum number of compromised nodes
in the transmitting cluster A and jDj is the number of nodes
in the detection cluster. The first part of Eq. (4) guarantees
that the number of transmitted nodes is not exceed that
the number of nodes in detection cluster which is required
by Eq. (3), even when the compromised nodes keep
sending garbled data when they are required to keep idle.
The second part of Eq. (4) guarantees that the number of
the compromised nodes is less than half of the transmitting
nodes, so that by comparing the transmitted data in
different nodes, the compromised nodes could be identified.
By solving Eq. (4), we have

Nmax ¼ ðjDj þ 1Þ � 1
3
� 1

mT ¼ ðjDj þ 1Þ � 2
3

ð5Þ

If the solutions of Nmax and/or mT in Eq. (5) are not integer,
they will be rounded to the closest integer. For example,
when jDj is 4, 5, or 6, we can detect one compromised node
by setting mT to 3, 4, or 5. When jDj is 7, we can detect two
compromised node by setting mT to 5.

Based on the above approach for selecting detection
cluster, we add which cluster D detects in the algorithm
Start detection at cluster D as follows:

Since the nodes of D know the size of Pre D and Post D,
where the cluster Pre D is the cluster that relays data to D,
and the cluster Post D is the cluster that D relays data to.***

1. if jDjP jPre Dj and/or jDjP jPost Dj
D detects Pre D and/or Post D.

2. else if mT of Pre D and/or Post D is ðjDj þ 1Þ � 2
3

D detects Pre D and/or Post D.

If the cluster D needs to detect the compromised nodes
in both clusters Pre D and Post D, it first checks cluster
Pre D then cluster Post D.

Summarizing the above three cases, it is clear that the
detection algorithm can identify all the compromised
nodes if they are less than half in the cooperative transmis-
sion cluster and the number of all nodes in this cluster is
not larger than that of all its neighboring clusters. If the
number of nodes in this cluster is larger than that of its
all neighboring clusters, the proposed detection approach
can detect all the compromised nodes if they are less than
one third of the number of all nodes in the neighboring
cluster that has the larger number of nodes.

5.2. Symbol recovery method that eliminates the garbled
symbol

When the compromised nodes are detected, the sink
will forward the ID of the compromised node to the receiv-
ing cluster. The receiving cluster then decodes the message
by simply setting the columns in channel matrix that cor-
responds to the compromised nodes to zero. This will elim-
inate the use of the malicious data by ignoring the symbols
transmitted from the compromised nodes.

A Post−APre−A

Fig. 7. Selection of cluster for detection.
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5.3. Key revocation and network recovering

If the sink determines that there is compromised node
in cluster A, it will start the key revocation and network
recovering process. This approach is used to prevent com-
promised nodes from getting information in the network
and sending false reports.

In key revocation, the sink b takes the following actions
for key revocation and network recovery:

1. The sink b sends all nodes v in cluster A other than x a
key revocation information with a plain message
(b’s ID, v’s ID) and an encrypted message (b’s ID, v’s
ID, new C-keyðAÞ, and ID list of the compromised nodes)
encrypted by pre-keyðb;vÞ.

2. For each A’s neighbor B in the backbone tree, b sends
each node v in A and in B other than x a key revocation
information with a plain message (b’s ID, v’s ID) and an
encrypted message (b’s ID, v’s ID, new L-keyðA;BÞ)
encrypted by pre-keyðb;vÞ.

3. When node v in A and B receives a key revocation infor-
mation from the above steps 1) and 2), it decrypts the
message by pre-keyðv ; bÞ and gets a new C-key or
L-key. In this way, the C-key for local communication
in virtual node A and the L-key for long-haul communi-
cation between A and each of its neighboring clusters in
the backbone tree are revoked. The compromised node
x does not have the new keys and will be not able to get
information from the network.

Remark:
When a compromised node in a cluster A is detected by

A’s parent, a report is sent back to the sink b from A’s par-
ent to A’s grandparent, and then from A’s grandparent to
A’s great-grandparent, etc., on the backbone tree. If each
node keeps a record which indicates from whom it receives
the report, b can send the key revocation packages to A and
its neighbors via the path that reverses the path that the
report traveled. Therefore, the time for key revocation is
Oðhþ kÞ, where h is the height of the backbone tree and
k is the number of A’s neighbors.

6. Simulation results

In this section we investigate the performance of the
proposed compromised nodes detection algorithm and
the cooperative secured communication system through
computer simulations. Since this paper deals with secured
communication scheme, MATLAB, a commonly-used simu-
lation tool for communications research, is selected. In the
simulations, multiple single-antenna sensor nodes are
physically grouped together to form a MIMO system. The
active compromised nodes attack is considered. Instead
of relaying the received information, the compromised
nodes transmit randomly generated symbols. Similar to
the existing works presented in [11], the multi-path scat-
tered environment is considered. The channels are block
Rayleigh fading channels, i.e., the channel coefficient ma-
trix H is constant during the transmission of one symbol,
but is randomly changing between symbols. Different

channels are identically distributed and statistically inde-
pendent. Binary phase shift keying (BPSK) is chosen as
the modulation scheme. 100 received symbols are used
in the proposed algorithms for compromised nodes identi-
fication. The maximum likelihood detector is used for sym-
bol demodulation.

Since compromised nodes detection is performed be-
tween one transmitting virtual MIMO node and one receiv-
ing virtual MIMO node, the performance evaluation only
evaluates one hop as shown in Fig. 6 to demonstrate the
effectiveness of the proposed algorithm. Fig. 8 shows the
accuracy of the proposed algorithm for compromised nodes
detection when there is one compromised node in the trans-
mitting cluster. The accuracy is defined as the ratio of cor-
rectly identified compromised nodes and normal nodes to
all nodes. Since all the compromised nodes detection cases
require jDjP mT , where jDj is the number of nodes in the
detection cluster and mT is the self-selected nodes in trans-
mission, in this simulation, the transmitting cluster has 4
nodes and the detection cluster has 5 nodes. It is clear that
the proposed algorithm has high identification accuracy,
since when the SNR is larger than�4 dB, the proposed algo-
rithm can identify the compromised node close to 100%.

Fig. 9 compares the performance of the proposed cooper-
ative communication system with the conventional system
that does not detect compromised nodes in terms of bit error
rate (BER). There is one compromised node in the transmit-
ting cluster, and the transmitting cluster has 4 nodes and the
detection cluster has 5 nodes. The BER performance of the
system when there is no compromised nodes is also pre-
sented with the dashed line as a reference of the optimum
performance. The dotted line is for the conventional system
where the receiving cluster does not detect compromised
nodes and uses the garbled data from the compromised
nodes in symbol demodulation. The solid line is for the pro-
posed system. Comparing with the conventional system, it
is clear that the proposed system significantly improves
the reliability of the communication when SNR is higher
than �8 dB. Comparing with the system without compro-
mised node, the performance loss of the proposed system
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Fig. 8. Accuracy of the proposed compromised nodes detector.
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is because the diversity gain is smaller when the data from
the compromised nodes are eliminated.

Table 1 gives more simulation results in terms of detec-
tion accuracy and the BER for different mT ; jDj, and the
number of compromised nodes. The SNR is �6 dB. The sys-
tem number 1, 2 and 3 represents the system free of com-
promised nodes, the system that does not detect
compromised nodes and uses the garbled data from the
compromised nodes in symbol demodulation, and the pro-
posed system, respectively. For the first two types of sys-
tems, there is no compromised nodes detection and
therefore the detection accuracy is not applicable (NA) to
them. Simulations have been conducted for all the cases
with 4 6 jDj 6 7;4 6 mT 6 7, and �12 6 SNR 6 �2. The
rest results are available upon request. It is clear that the
proposed schemes significantly improved the accuracy of
the data transmission of the cooperative communication
system when comparing with the system without compro-
mised node detection.

7. Conclusions

This paper proposed a secure cooperative MIMO com-
munication system under active compromised nodes,

where some of the relay nodes are compromised and try
to corrupt the communications by sending garbled signals.
To combat the compromised nodes, we propose a cross-
layer secured communication scheme for cooperative
MIMO communication in wireless sensor networks to
overcome the external and active compromised nodes at-
tacks. The scheme combines cryptographic technique
implemented in higher layers with data assurance analysis
at the physical layer to provide better communication
security. The cryptography provides secured data trans-
mission between authorized nodes and it also secures
key revocation and network recovery. An information the-
ory based algorithm for compromised nodes detection is
proposed. It can identify all the compromised nodes in
the latest configured cooperative node groups, provided
that the compromised nodes are less than half in the coop-
erative cluster and the number of all nodes in this cluster is
not larger than that of its all neighbors. If the number of all
nodes in this cluster is larger than that of its all neighbors,
the proposed detection approach could detect all the com-
promised nodes if they are less than one third of the num-
ber of all nodes in the neighboring cluster that has the
largest number of nodes. The effectiveness and efficiency
of the proposed algorithm for compromised nodes detec-
tion is demonstrated through computer simulations. The
simulation results also show the significant improvement
in the accuracy of received information.
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